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Fig. 9: Google Glass App User Flow

greatly enhances the usability of the system by allowing a
user to non-intrusively interact with the WORAL framework
without any physical operation on the mobile device. The
glassware communicates with the WORAL app running
on the paired Android phone over Bluetooth. The user can
switch on the external communication feature on the mobile
app to be able to use the WORAL Google Glass extension.
The UI flow for the Google Glass is illustrated in Figure 9.
Current implementation allows a user wearing the Google
Glass to request for location proofs and display the list of
currently available location proofs from the mobile device.

7.6 WORAL Auditor

The WORAL auditor is a standalone Java desktop appli-
cation communicating with the service provider. The user
presents an exported proof (or list of proofs) and the auditor
imports the file to verify the location proof(s) and their
provenance. Two of the panels from the auditor window, for
the LA provided information and for the witness assertion,
is shown in Figure 10a and Figure 10b respectively. Any
mismatched information is marked on the corresponding
panels, as seen from Figures 10a and 10b. It therefore
depends on the auditor to either accept of reject the location
provenance claim by the user.

8 FUTURE WORK

WORAL users can obtain multiple Crypto-IDs from the SP,
which ensures privacy by creating a many-to-one mapping of
the Crypto-IDs to the original identity. Our current research
includes temporal-anonymizing of the identity for the users.
In this new scheme, all interactions among each other at
different sites will be based on a temporal identity created
by the user on run time. The temporal identity will be
based on a chaotic environment and will be utilized for
secure collection of a location proof only for that given site.
Therefore, the temporal identity will ensure unlinkable user
identities across different locations, as well as privacy of
the user identity. However, the user will still be accountable
for all the temporal identities and will be verifiable by the
auditor at a later time.

9 CONCLUSION

Evolving location-based services have created a need for
secure and trustworthy location provenance mechanisms.
Collection and verification of location proofs and the
preservation of the chronological order has significant real

12

Witness Asserted Proof

LA Provided Proof User:kh-dfec0e35-8e67-4725-a5fc-c39960170640
LA:STARBUCKS

Location:1401 10Th Ave S, Birmingham, 35205, AL

User:kh-dfecOe35-8e67-4725-a5fc-c39960170640
LA:STARBUCKS

Location:1401 10Th Ave S, Birmingham, 35205, AL
LA Proof Time:08-28-2014 23:35

Witness:sh-1cb6ee6f-2227-4998-93fa-7a46fbe07dd7
Assertion Time:08-28-2014 23:35

User:kh-dfec0e35-8e67-4725-a5fc-c39960170640
LA:SUBWAYBHM

Location:1104 13Th St N, Birmingham, 35303, AL
Witness:sh-1cb6ee6f-2227-4998-93fa-7ad6fbe07dd7
Assertion Time:08-28-2014 23:37

User:kh-dfec0e35-8e67-4725-a5fc-c39960170640
LA:SUBWAYBHM

Location:1104 13Th St N, Birmingham, 35303, AL
LA Proof Time:08-28-2014 23:36

User:kh-dfec0e35-8e67-4725-a5fc-c39960170640
LA:LA-UBOB User:kh-dfec0e35-8e67-4725-a5fc-c39960170640
0B

Location:1200 University Blv, Birmingham, 35205, AL LALA-UB

LA Proof Time:08-28-2014 23:40 Location:1200 University Blv, Birmingham, 35205, AL
Witness:sh-1cb6eesf-2227-4998-93fa-7a46fbe07dd7
Assertion Time:08-28-2014 23:40
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Fig. 10: Auditor Service Panels

life applications. In this paper, we introduce WORAL, a
ready-to-deploy framework for secure, witness-oriented, and
provenance preserving location proofs. WORAL allows
generating secure and tamper-evident location provenance
items from a given location authority, which have been
asserted by a spatio-temporally co-located witness. WORAL
is based on the Asserted Location Proof protocol [1], and is
enhanced with provenance preservation based on the OTIT
model [2]. The WORAL framework features a web-based
service provider, desktop-based location authority server, an
Android-based user application including a Google Glass
client for the mobile app, and an auditor application for
location provenance validation.
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