Privacy-Preserving Multi-Keyword Search in                                  Information Networks

ABSTRACT

 In emerging information networks, it is crucially important to provide efficient search on distributed documents while preserving their owners’ privacy, for which privacy preserving indexes or PPI presents a possible solution. An understudied problem for the PPI techniques is how to provide differentiated privacy preservation in the presence of multi-keyword document search. The differentiation is necessary as terms and phrases bear innate differences in their semantic meanings. In this paper we present ǫ-MPPI, the first work to provide the distributed document search with quantitatively differentiated privacy preservation. In the design of ǫ-MPPI, we identified a suite of challenging problems and proposed novel solutions. For one, we formulated the quantitative privacy computation as an optimization problem that strikes a balance between privacy preservation and search efficiency. We also addressed the challenging problem of secure ǫ-MPPI construction in the multidomain information network which lacks mutual trusts between domains. Towards a secure ǫ-MPPI construction with practically acceptable performance, we proposed to optimize the performance of secure multi-party computations by making a novel use of secret sharing. We implemented the ǫ-MPPI construction protocol with a functioning prototype.

EXISTING SYSTEM

Comparing to existing work on secure data serving in the cloud  the PPI scheme is unique in the sense that 1) Data is stored in plain-text (i.e. without encryption) in the PPI server, which makes it possible for efficient and scalable data serving with rich functionality. Without use of encryption, PPI preserves user privacy by adding noises to obscure the sensitive ground truth information. 2) Only coarse-grained information (e.g. the possession of a searched phrase by an owner) is stored in the PPI server, while the original content which is private is still maintained and protected in the personal servers, under the user-specified access control rules. The existing PPI work , while designed to protect privacy, is not able to differentiate privacy preservation on different terms. the existing MPC techniques can work pragmatically well only with a simple workload in a small network. Solving this problem can be based on existing solvers (e.g. ILOG’s CPLEX or Mathematica). In our implementation, we choose Mathematica’s primitive NMAXIMIZE to solve the problem.
EXISTING SYSTEM ALGORITHMS
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Specifically, the vector space model and the widely-used TF
IDF model are combined in the index construction and query generation.

PROPOSED SYSTEM

we identified a suite of challenging problems and proposed novel solutions. For one, we formulated the quantitative privacy computation as an optimization problem that strikes a balance between privacy preservation and search efficiency. We also addressed the challenging problem of secure ǫ-MPPI construction in the multidomain information network which lacks mutual trusts between domains. Towards a secure ǫ-MPPI construction with practically acceptable performance, we proposed to optimize the performance of secure multi-party computations by making a novel use of secret sharing. We implemented the ǫ-MPPI construction protocol with a functioning prototype. We conducted extensive experiments to evaluate the prototype’s effectiveness and efficiency based on a real-world dataset. We proposed ǫ-MPPI to address the needs of differentiated privacy protection of multi-term phrases in a PPI system. To best of our knowledge, ǫ-MPPI is the first work on the problem. ǫ-MPPI guarantees the quantitative privacy protection by carefully controlling the false positives in a PPI and thus effectively limiting an attacker’s confidence. • We proposed a suite of proposed ǫ-MPPI, we conducted two sets of experiments: The first set evaluates the effectiveness of ǫ-MPPI in quantitative privacy protection. The second set evaluates the performance of our ǫ-MPPI construction protocols. For realistic performance study, we have implemented a functioning prototype for ǫ-MPPI construction To evaluate the effectiveness of the multi-term privacy preservation, we conducted experiments based on the proposed publication approaches, including MaxE, ENLP and IBeta. For comparison, we use a very straightforward approach as the baseline, since existing PPI’s do not particularly address the multi-term privacy all our proposed approaches are more stable with the changing phrase length. The IBeta approach achieves the best success rate among all three approaches; it is always close to the ideal case, 100%. This is due to that IBeta considers the case of correlated terms and accordingly preserves the multi-term privacy For practical performance of secure computations, we propose an MPC-reduction technique based on the efficient use of secret sharing schemes. We also discovered a common-term vulnerability and proposed a term-mixing solution.
PROPOSED SYSTEM ALGORITHMS
· Algorithm to provide efficient multi-keyword ranked search
.
· The secure kNN algorithm is utilized to encrypt the index and query vectors.
· IBeta approach. Algorithm 1 illustrates how the index publication approach iteratively runs, phrase by phrase. Given a series of private phrases {rk}, the personal server would retrieve phrase rk and its corresponding β′(rk) in a topologically sorted order.
ADVANTAGES
 
We implemented a functioning prototype for ǫ-MPPI, based on which an experiment study confirms the performance advantage of our index construction protocol. secure-sum protocol, we consider the attacker can collude with servers in the hope of gaining useful information revealed in the ǫ-MPPI construction process and exploiting it to her advantage. advantage of ǫ-MPPI in terms of privacy preservation quality and construction efficiency.
System Architecture
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We construct a special keyword balanced binary tree as the index, and propose a “Greedy Depth-first Search” algorithm to obtain better efficiency than linear search.
MODULE DESCRIPTION

MODULE

· The System and Threat Models
· Data users
· Data users
· Cloud server
· Known Cipher text Model
· Known Background Model

· Privacy
· Rank function
· Cryptography
· Searchable Index Tree
MODULE DESCRIPTION
The System and Threat Models:

Data owner has a collection of documents F = {f1; f2; :::; fn} that he wants to outsource to the cloud server in encrypted form while still keeping the capability to search on them for effective utilization. In our scheme, the data owner firstly builds a secure searchable tree index I from document collection F, and then generates an encrypted document collection C for F. Afterwards, the data owner outsources the encrypted collection C and the secure index I to the cloud server, and securely distributes the key information of trapdoor generation (including keyword IDF values) and document decryption to the authorized data users. Besides, the data owner is responsible for the update operation of his documents stored in the cloud server. While updating, the data owner generates the update information locally and sends it to the server.
Data users


Data users are authorized ones to access the documents of data owner. With t query keywords, the authorized user can generate a trapdoor TD according to search control mechanisms to fetch k encrypted documents from cloud server. Then, the data user can decrypt the documents with the shared secret key.
Cloud server


Cloud server stores the encrypted document collection C and the encrypted searchable tree index I for data owner. Upon receiving the trapdoor TD from the data user, the cloud server executes search over the index tree I, and finally returns the corresponding collection of top- k ranked encrypted documents. Besides, upon receiving the update information from the data owner, the server needs to update the index I and document collection C according to the received information. 
Known Cipher Text Model 

In this model, the cloud server only knows the encrypted document collection C, the searchable index tree I, and the search trapdoor TD submitted by the authorized user. That is to say, the cloud server can conduct cipher text-only attack (COA) [37] in this model.
Known Background Model:

Compared with known cipher text model, the cloud server in this stronger model is equipped with more knowledge, such as the term frequency (TF) statistics of the document collection. This statistical information records how many documents are there for each term frequency of a specific keyword in the whole document collection, as shown in Fig. 2, which could be used as the keyword identity.
· Privacy
privacy-aware search and information sharing in the information networks, a candidate solution is a privacy preserving index on access controlled distributed documents [9], [10], [11], or PPI for short. In Figure 1, a PPI is a directory service hosted in a third-party entity (e.g. a public Cloud) that serves the global data to a number of data consumers or searchers. To find documents of interest, a searcher would engage in a two-stage search procedure: First she poses a query of relevant keywords against the PPI server, which returns a list of candidate owners (e.g. p0 and p1) in the network. Then for each candidate owner in the list, the searcher contacts its server and requests for user authentication and authorization before searching locally there. Note that the authentication and authorization only occur inside the information network, but not on the PPI server.
· Rank function

In information retrieval, a ranking function is usually used to evaluate relevant scores of matching files to a request. Among lots of ranking functions, the “TF×IDF” rule [6] is most widely used, where TF (term frequency) denotes the occurrence of the term appearing in the document, and IDF (inverse document frequency) is often obtained by dividing the total number of documents by the number of files containing the term. That means, TF represents the importance of the term in the document and IDF indicates the importance or degree of distinction in the whole document collection.
· Cryptography
The art of protecting information by transforming it (encrypting it) into an unreadable format, called cipher text. Only those who possess a secret key can decipher (or decrypt) the message into plain text. Encrypted messages can sometimes be broken by cryptanalysis, also called code breaking, although modern cryptography techniques are virtually unbreakable.
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· Encryption and Decryption
Encryption
 In an encryption scheme, the message or information (referred to as plaintext) is encrypted using an encryption algorithm, turning it into an unreadable cipher text (ibid.). This is usually done with the use of an encryption key, which specifies how the message is to be encoded. Any adversary that can see the cipher text, should not be able to determine anything about the original message.
Decryption
 An authorized party, however, is able to decode the ciphertext using a decryption algorithm, that usually requires a secret decryption key, That adversaries do not have access to. For technical reasons, an encryption scheme usually needs a key-generation algorithm, to randomly produce keys
Hence, it is an especially important thing to explore an effective multi-keyword ranked searching service over encrypted outsourced data.
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SYSTEM SPECIFICATION

Hardware Requirements:

· System

:   Pentium IV 2.4 GHz.

· Hard Disk
          :   40 GB.

· Floppy Drive
:   1.44 Mb.

· Monitor
          :   14’ Colour Monitor.

· Mouse

:   Optical Mouse.

· Ram

          :   512 Mb.
Software Requirements:

· Operating system 
:   Windows 7 Ultimate.

· Coding Language

:   ASP.Net with C#
· Front-End


:   Visual Studio 2010 Professional.
· Data Base


:   SQL Server 2008.
