A Regularization Approach to Blind Deblurring

And Denoising of QR Barcodes

ABSTRACT:
QR bar codes are prototypical images for which part of the image is a priori known (required patterns). Open source bar code readers, such as ZBar, are readily available. We exploit both these facts to provide and assess purely regularization-based methods for blind deblurring of QR bar codes in the presence of noise.
ALGORITHM: TECHNIQUES:[image: image1.png]Encri(+): an encryption algorithm which takes a key k
and a message M from set M and outputs a cipher-text
C' in the set C.

Decry(-): a decryption algorithm which takes a cipher-
text C' in C and a key k, and outputs a plain-text (or
message) M in the set M.

Sign(-): a signature generation algorithm which takes a
private key SK and a message M from the set M, and
outputs a signature o.

Verf(-): a signature verification algorithm which takes a
public key PK and a signed message (M, o). and returns
validor invalid.

QREnc(+): a QR encoding algorithm which takes a string
S in S and outputs a QR code.

QRDec(-): a QR decoding algorithm which takes a QR
code and returns a string S in S.
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(a) Barcode (code 128)





Anatomy of a QR bar code. Best viewed in color. Source: Wikipedia [4] (image by Bob math, CC BY-SA 3.0)
KEY POINTS:
1. QR encryption algorithm 

2. Quick Response (QR) code 

3. visual decryption and visual signature verification
EXISTING SYSTEM:
We note that there are currently a wealth of regularizationbased methods for deblurring of general images. For a signal f , many attempt to minimiz .Whenever a user types in her password in a bank’s signin box, the keylogger intercepts the password. The threat of such keyloggers is pervasive and can be present both in personal computers and public kiosks; there are always cases where it is necessary to perform financial transactions using a public computer although the biggest concern is that a user’s password is likely to be stolen in these computers. Even worse, keyloggers, often rootkitted, are hard to detect since they will not show up in the task manager process list. 

PROPOSED SYSTEM: 
Proposes an iterative Increment Constrained Least Squares filter method for certain 2D matrix bar codes within a Gaussian blurring ersatz. In particular, they use the L-shaped finder pattern of their codes to estimate the standard deviation of the Gaussian PSF, and then restore the image by successively implementing a bi-level constraint  ,Our approach to solving the problem is to introduce an intermediate device that bridges a human user and a terminal. Then, instead of the user directly invoking the regular authentication protocol, she invokes a more sophisticated but user-friendly protocol via the intermediate helping device. Every interaction between the user and an intermediate helping device is visualized using a Quick Response (QR) code. The goal is to keep user-experience the same as in legacy authentication methods as much as possible, while preventing keylogging attacks.
MODULES:
The system is proposed to have the following modules along with functional requirements.

1. System Model 

2. Linear and Matrix Barcodes 

3. Message signing 

4. Prevention of Session Hijacking with Visual Signature Validation
1. System Model 


Our system model consists of four different entities (or participants), which are a user, a Smartphone, a user’s terminal, and a server. The user is an ordinary human, limited by human’s shortcomings, including limited capabilities of performing complex computations or remembering sophisticated cryptographic credentials, such as cryptographically strong keys. With a user’s terminal such as a desktop computer or a laptop, the user can log in a server of a financial institution (bank) for financial transactions. Also, the user has a Smartphone, the third system entity, which is equipped with a camera and stores a public key certificate of the server for digital signature verification. Finally, the server is the last system entity, which belongs to the financial institution and performs back-end operations by interacting with the user (terminal or Smartphone) on behalf of the bank.
2. Linear and Matrix Barcodes 


A barcode is an optical machine-readable representation of data, and it is widely used in our daily life since it is attached to all types of products for identification. In a nutshell, barcodes are mainly two types: linear barcodes and matrix (or two dimensional, also known as 2D) barcodes. While linear barcodes—shown in Figure 1(a)—have a limited capacity, which depends on the coding technique used that can range from 10 to 22 characters, 2D barcodes—shown in Figure 1(b) and Figure 1(c)—have higher capacity, which can be more than 7000 characters. For example, the QR code— a widely used 2D barcode—can hold 7,089 numeric, 4,296 alphanumeric, or 2,953 binary characters [2], making it a very good high-capacity candidate for storing plain and encrypted contents alike.
3. Message signing 


For the generality of the purpose of this protocol and the following protocols, and to prevent the terminal from misrepresenting the contents generated by the server, one can establish the authenticity of the server and the contents generated by it by adding the following verification process. When the server sends the random permutation to the user, it signs the permutation using the server’s private key and the resulting signature is encoded in a QR code. Before decrypting the contents, the user establishes the authenticity of the contents verifying the signature against the server’s public key. Both steps are performed using the Sign and Verf algorithms. Verification is performed by the smart phone to avoid any man-in-the-middle attack by the terminal.
4. Prevention of Session Hijacking with Visual Signature Validation

1) A user requests via terminal to the server money transfer denoted as T that describes sender name/account, recipient name/account, a timestamp, and amount of money to transfer.

2) The server checks the ID to retrieve the user’s public key (PKID) from the database. Then, it picks a fresh OTP to prepare QR = QREnc(EOTP ; T; _ = Sign(PrK; T)), where PrK is a signing key of the server. Then, it sends QR to the user to authorize the transaction.

3) On the terminal, a QR code QR is displayed prompting the user to type in the OTP string.

4) The user decodes the QR code to get (EOTP = QRDec(QREOTP ); T; _) with her smartphone application. Here the application verifies the time stamp and the signature by Verf(PubK; T; _) to show the result (Valid/Invalid) on the screen with the decrypted OTP and T. If the application fails to validate the signature, it does not show neither the decrypted OTP nor T, but displays an error message to alert the user. When the user is confirmed with the signature verification result and with T, she inputs the OTP to the terminal, which is sent back to the server.

5) The server checks the result and if it matches with the OTP that the server has sent earlier, the user is authenticated. Otherwise, the user is denied.

SYSTEM SPECIFICATION

Hardware Requirements:

· System

:   Pentium IV 2.4 GHz.

· Hard Disk
          :   40 GB.

· Floppy Drive
:   1.44 Mb.

· Monitor
          :   14’ Colour Monitor.

· Mouse

:   Optical Mouse.

· Ram

          :   512 Mb.
Software Requirements:

· Operating system 

:   Windows 7 Ultimate.

· Coding Language

:   ASP.Net with C#
· Front-End


:   Visual Studio 2008 Professional.
· Data Base


:   SQL Server 2008.

